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Development of a Set of Data for Verifying Partition Recovery Tool and
Evaluation of Recovery Tool
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ABSTRACT

When a digital forensic investigation is conducted on a damaged storage medium, recovery is performed using a recovery
tool. But the result of each recovery tool is different depending on the tools. Therefore, it is necessary to identify and use
the performance and limitations of the tool for accurate investigation. In this paper, we propose a scenario considering the
disk recognition type such as MBR, GPT and the structural characteristics of FAT32 and NTFS filesystem to verify the
performance of the partition recovery tool. And then We validate the existing tools with the data set built on the scenarios.
Keywords: Digital forensics, Data set, Digital forensics tool testing, Recovery tool
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Table 4. Tools to be validated

No Tools
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2 EaseUS Partition Recovery v5.6.1
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Table 5. Validation Result(FAT32)
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Backup Entries
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Table 6. Validation Result(NTFS)
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